PEPPERDINE UNIVERSITY TECH[V]
Information Technology CHECK

Preparing Your Laptop for Pepperdine University

Introduction

Your laptop will be one of your most valuable tools throughout your entire career at Pepperdine University. To
ensure that you arrive on campus ready for your first day of classes, Information Technology recommends that all
students put their laptops through the "TechCheck" process.

The TechCheck process consists of these steps:

1. Updating Your Operating System. Making sure your operating system is up-to-date with the
latest patches and updates from the manufacturer.

2. Installing Anti-Virus Software. Protecting your laptop with anti-virus software and making
sure that it is updated with the latest virus definitions.

3. Preparing Your Web Browser. Configuring and/or verifying your Web browser is ready to
access University online resources.

4. Connecting to the Campus Network. Connecting your laptop to University wired and wireless
networks.

While you could wait until you arrive on campus to do this during NSO, you can save yourself valuable time by
doing Steps 1, 2 and 3 before you arrive on campus. These steps may require you to reboot your computer multiple
times, so we recommend that you download and print this document for reference.

Step 1: Updating Your Operating System
Instructions for Microsoft Windows XP SP2 Computers

1. Go to http://update.microsoft.com/ and click on the link labeled "Upgrade to Microsoft Update..."

\l) News

Upgrade to Microsoft
Update. Automatically
receive updates for
Windows, Office and more

Windows ¥P users: new secoriky
updates are now available For
SP1 and SPZ only

2. On the "Try Microsoft Update today" page, click the "Start Now" button.
3. Review the license agreement information and then click the "Continue" button.
4. A yellow bar will pop up under the toolbars. Click on the bar and choose "Install ActiveX Control."

Address :EI bkt f feaeny, microsoft, comydownloads)search, aspxrdis

Ccontrol:

What's the Risk?

Information Bar Help .i
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5. A Security Warning window will open. Make sure the name and publisher are valid and then click the

"Install" button.

Internet Explorer, - Security Warning

Do you want to install this software?
ﬁ Mame: Microsoft Update
Publisher: Microsoft Corporation

E] Mare options

Install

] [ Don't Install

While files From the Internet can be useful, this file tvpe can potentially harm
wour computer, Only install software from publishers you trust, What's the risks

6. When installation is complete, the following message will be displayed. If there is a warning that

Automatic Updates is turned off, follow the on-screen instructions to enable it.

"Check for Updates" button.

Automatic Updates: 0OR

[ Clie k(o Uondales

Microsoft Update setup is complete

Wou can chedk the website For updabes at any imz by dic<ing Microsoft Updote in yous Soerk menas.

O automatica®y g2t high-priority updates whenever they become avallabie.
o don't need to remerber to sk the websle!

Otherwise, click the

7. You will be directed to the new Microsoft Update Web site. Click the "Express" button and wait for the
site to check for updates for your computer. Review and install all recommended updates.

2 Microsoft Update - Microsoft Internet Explorer

Fle Edi Mew Favortes Tools Help
. Ve .2
eﬁa(k >) |ﬂ @ (p) ) search 7 Favories {2 =1

Address @ http: ffupdate.microsoft. comjmicrosoftupdat sfve/default aspx?in=en-us

Microsoft

|

Microsoft Update

Options

Welcome

k' to Microsoft Update

Review your update history

Restore hidden updates
Change settings

FAQ

Get help and support
Use administrator options

Find hardware support

Keep your computer up to date
Cherk to see if you need updates For Windows, your programs, your
hardware ar your devices.

Get high-priority updates

(recommended)
Select from optional and high-
priority updates For Windows

and other progratis

Concerned about privacy? When you check for updates, basic
information about your computer, not you, i used to determing which
updates your pragrams need. Ta learn more, see our privacy statement.

Automatic Updates:

v
%.e' Turned ON.

Vour computer is set to receive
security & critical updates
alkomaticaly.

Pick a time to install updates

D v

ok Windaws XP P27 The latest
security updates are avalable
for SPZ users only. Lean

ore. .

{2007 Microsaft Corparation, All rights reserved, Terms of Liss

Microsoft Update Privacy Statement

Privacy Statement

] http: frassw micrasoft. com]

) Internet
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Instructions for Macintosh OS Computers

1.

Open System Preferences and click on the "Software Update™ icon.

esen System Preferences
¢« EWFHNOY @ 2|
& _;_1J. L - n ==
Show All Displays Sharing Sound Network Classic Software Update Accounts Startup Disk
Personal
= B MM [0 B e
Appearance Desktop & Dock Exposé International Security
Screen Saver
Hardware
S = Y m A
¥ LJJ g 7, ‘
CDs & DVDs Displays Energy Keyboard & Print & Fax Sound
Saver Mouse
Internet & Network
= Click the “Software Update”
@ @ @ M system preference panel.
Mac Network QuickTime

Sharing
System /

T E 2 @

Accounts Classic Date & Time Software Speech Startup Disk Universal
Update Access

On the Software Update window (below), we suggest you select the "Weekly" option for how often

software updates will be checked. Checking will only occur while you are connected to the Internet.

Click the "Check Now" button to force a check for software updates to occur immediately.

e6n Software Update

« TG 9 @ é

Show All . Displays Sharing Sound Network Classic  Software Update Accounts Startup Disk

E Update Software | Installed Updates '

Software Update checks for new and updated versions of your software based on
information about your computer and current software.
Check the “Check for U, datas"

box and select “Weekl
heck for updaté; Weekly F#? )] « Click the “Check Now" button.

__| Download important updates in the backgroun
You will be netified when the updates are ready to b alled.

C Checknow )

Last check: Software Update ran successfully.
Today at 06:15 PM
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updates that relate to your personal computer system and software.

Software Update

( New software is available for your computer.
| @) If you're not ready to install now, you can use the Software Update

preference to check for updates later.

Install ‘Name 4 |Version Size
) ™ QuickTime 7.1.6 45.1 MB
© & Security Update 2007-004 1L 37.7 MB

w

Security Update 2007-004 is recommended for all users and improves the
security of the following components:

AFP Client
AirPart
diskdev_cmds
fetchmail

ftpd

Help Viewer
Kerberos
Libinfo

Login Window
network_cmds A
SMB

Sustam Confinuratinn

) Restart will be required.

\\- Quit -; (—Instailz-ltems )

2. When software updates are found for your computer system, the following window will appear. It lists the

3. When you highlight any of the software update choices, a description of that choice will appear in the lower
part of the Software Update window.

After you select the checkboxes in front of all pertinent software update selections, click the "Install"
button to start the update process.

Step 2: Installing Anti-Virus Software

If you do not already have an anti-virus program installed on your laptop, Pepperdine University provides Trend
Micro's OfficeScan at no charge to all students. This software is Windows-only and can be installed over the
Internet via any high-speed connection. If you have an Apple laptop, the University provides Symantec Anti-Virus
for Mac OS, but does not provide online installation for this product. You can receive your copy of Symantec Anti-
Virus at your NSO TechCheck or from the Computer Store in Payson Library.

Preparing to Install Trend Micro OfficeScan (PC)

First, you will need to make sure Internet Explorer (IE) will allow you to install this software. By default, IE will
disallow these types of online installations as a security precaution. The following settings will ensure that you are
able to install OfficeScan, while still maintaining a high level of security:

1. Open Internet Explorer.
2. Click on the Tools menu and then select "Internet Options."

3. Click on the "Security" tab, and then select the "Internet" zone.
Click the "Custom Level..." button.

The settings should be as follows:

".Net Framework-reliant components:"

a.
b.

1.
2.

Disable "Run components not signed with Authenticode.”
Enable "Run components signed with Authenticode."”

For additional assistance, contact the IT Help Desk at 310-506-HELP (4357)
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ii. "ActiveX controls and plug-ins:"

Disable "Automatic prompting for ActiveX controls.”

Enable "Binary and script behaviors."

Enable "Download signed ActiveX controls."

Disable "Download unsigned ActiveX controls."

Disable "Initialize and script ActiveX controls not marked as safe.
Enable "Run ActiveX controls and plug-ins."”

Enable "Script ActiveX controls marked safe for scripting."

NougkwpE

c. Click"OK."
4. Select the "Local Intranet" zone.
a. Click the "Custom Level..." button.
b. The settings should be as follows:
i. ".Net Framework-reliant components:"
1. Disable "Run components not signed with Authenticode."
2. Enable "Run components signed with Authenticode."
ii. "ActiveX controls and plug-ins:"
Disable "Automatic prompting for ActiveX controls."”
Enable "Binary and script behaviors."
Enable "Download signed ActiveX controls."
Disable "Download unsigned ActiveX controls."
Disable "Initialize and script ActiveX controls not marked as safe.
Enable "Run ActiveX controls and plug-ins."”
Enable "Script ActiveX controls marked safe for scripting."

Nogah~wdPE

c. Click "OK."
5. Close and re-open Internet Explorer.

Installing Trend Micro OfficeScan (PC)

Now that you have completed the above steps for your Internet Explorer for Windows browser, you are ready to

install the Trend Micro OfficeScan anti-virus software. Be sure you have a high-speed Internet connection.

1. Go to this URL:
http://mal-trend.pepperdine.edu

2. On the Web page, look for the "Install OfficeScan Client" box. Click the "Click here" link to install

OfficeScan.

__-_/TREND MICRO™OfficeScan™ 3 TRewe

TREND MICRO"
OfficeScan~

Click the “Click here" link.
{Ignore the “"Password"” field.)

Please type your p rd to access the product console.
Password:

Install Ofh can Client
Click here to Btart installing the OfficeScan client to vour computer,
Installing th client usually takes only a few minutes,

Copyright @ 1998-2006 Trand Micro Incorporated, All rights reserved,

For additional assistance, contact the IT Help Desk at 310-506-HELP (4357)
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3. At the OfficeScan window, click the "Install Now" button.

__-/TREND MICRO"OfficeScan" & 1rene

OfficeScan-

Client Installation Requirements

OfficeScan cisnt requires the target cormputer to have Windows

=P Z000/MTS 20032 in a Win32 environrment and wWindows ¥P/2003 in a 64-bit
enviranrent. This Wweb-based client deployrnent method requires Microsoft
Internet Explorer 5.0 ar above. If you need assistance, contact your OfficeScan
adrninistrator,

Click the “Install Now" button.
Install Mows

Click the Install Now
software to your
complete, Howaw
OfficeScan disnt

..

e

below to begin installing the OfficeScan cliant

. The installation process takes only a few minutes to
szually takes longer when you are installing the very first
v metwork,

4. OfficeScan installation should proceed without further interruption.

Step 3: Preparing Your Web Browser for Online Resources
At Pepperdine University, the two primary online tools for students are WaveNet and Blackboard.

e WaveNet (https://wavenet.pepperdine.edu) is the University's main portal where you will access all
major University business services — such as Registration, Final Grades, and Employee/Faculty/Student
Services. It also serves as our primary information gateway, providing news, event notices, and targeted
announcements. As a portal, WaveNet is the doorway to all other University services, such as Blackboard,
email, timesheets, and more.

e Blackboard (https://pepperdine.blackboard.com) is the University's e-Learning or learning management
system. It is a powerful Web-based application to help the community achieve its teaching and learning
objectives. Blackboard offers instructors and students a set of tools to communicate, collaborate, and
assess work. It also offers drag-and-drop file storage and sharing tools so faculty, staff, and students can
work together on academic projects.

On the next page, please review the steps for your laptop's Web browser(s).

For additional assistance, contact the IT Help Desk at 310-506-HELP (4357)
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Configure Your Web Browser

Internet Explorer (PC)

Mozilla Firefox (Mac / PC)

SoarwWNE

7.

2
3.
4

o

6.

3.

4.

grwnE

6.

RN .

7.

SEAENES

Set browser to trust WaveNet and Blackboard.

Click on the Tools menu.
Select "Internet Options.”
Click the "Security" tab.
Click the "Trusted Sites" icon.
Click the "Sites" button.
Enter and click "Add" for each of the
following sites:
a. wavenet.pepperdine.edu
b. pepperdine.blackboard.com
Click "OK." Click "OK."

Adjust the "'Stored Pages™ setting.
1.

Click on the Tools menu.

Select "Internet Options."

Click the "General" tab.

In the "Browsing History" section, click the
""Settings" button.

Select "Every time | visit the webpage.”

Click "OK." Click "OK."

Adjust ""Pop-up Blocker Settings."”
1.
2.

Click on the Tools menu.
Select "Pop-up Blocker" and "Pop-up Blocker
Settings."”
Enter and click
following sites:
a. wavenet.pepperdine.edu
b. pepperdine.blackboard.com
Click "Close."

"Add" for each of the

Enable Cookies.

Click on the Tools menu.
Select "Internet Options."
Click the "Privacy" tab.
Click "Sites.”
Enter and click
following sites:

a. wavenet.pepperdine.edu

b. pepperdine.blackboard.com
Click "OK." Click "OK."

"Allow" for each of the

Verlfy JavaScript is Enabled.

Click on the Tools menu.

Select "Internet Options.”

Click the "Security" tab.

Click the "Internet" icon.

Click "Custom Level."

Scroll down to "Scripting” and verify that
"Active Scripting" is set to "Enable."

Click "OK." Click "OK."

Vern‘y Java is Enabled.

Click on the Tools menu.

Select "Internet Options."

Select the "Internet" icon.

Click "Custom Level."

Scroll down to "Scripting" and verify that
"Scripting for Java applets" is set to "Enable."”
Click "OK." Click "OK."

Adjust Pop-Up Blocker Settings

bl .

6.

Click on the Tools menu.
Select "Options."
Click the "Content™ icon.
Next to "Block pop-up windows,"
"Exceptions."
Enter and click "Allow"
following sites:
a. wavenet.pepperdine.edu
b. pepperdine.blackboard.com
Click "Close." Click "OK."

click

for each of the

Enable Cookies.

1.

2.
3.
4

o

o~

Click the Tools menu.
Select "Options."
Click the "Privacy" icon.
Check the box next to "Accept cookies from
sites.”
Next to this, click "Exceptions."
Allow the following sites:
a. wavenet.pepperdine.edu
b. pepperdine.blackboard.com
Click "Allow" after entering each site.
Click "Close." Click "OK."

Verlfy JavaScript is Enabled.

N

5.

Click the Tools menu.

Select "Options."

Click the "Content™ icon.

Verify the box next to "Enable JavaScript" is
checked.

Click "OK."

Verlfy Java is Enabled.

Bl e .

Click the Tools menu.

Select "Options."

Click the "Content" icon,

Verify the box next to "Enable Java" is
checked.

Click "OK."

For additional assistance, contact the IT Help Desk at 310-506-HELP (4357)
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Step 4: Attend a TechCheck Session
Congratulations! Your computer is now ready to connect to Pepperdine's network.

When you arrive on campus for New Student Orientation (NSO), check your NSO Schedule for the dates and times
of the TechCheck Sessions where we will help you configure your laptop to connect to our Pepperdine network.

For more detailed information about all of Information Technology's services, please visit our Web site at:
http://www.pepperdine.edu/IT/ or call the Help Desk at (310) 506-HELP (4357).

For additional assistance, contact the IT Help Desk at 310-506-HELP (4357)



